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Checksums

cryptographic 

• MD5 

• SHA-1 

• SHA-256 

• SHA-512 

non-cryptographic 

• CRC-32 

• xxHash 32 

• xxHash 64 

• xxHash 128
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Cryptographic checksums

MD5 

md5sum file 

SHA-1 

sha1sum file 

SHA-256 

sha256sum file 

SHA-512 

sha512sum file
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Non-cryptographic checksums

CRC-32 

cksum file 

xxHash 32 

xxhsum -H32 file 

xxHash 64 

xxhsum -H64 file 

xxHash 128 

xxhsum -H128 file
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Install xxHash (xxhsum)

Linux/Mac/Windows Terminal or WSL: 

brew install xxhash 

Ubuntu/Debian: 

apt-get install xxhash 

Windows: 

https://github.com/Cyan4973/xxHash/releases
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